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Abstract. This paper surveys recent technical researches on the problems of privacy and security for various
applications in radio frequency identification (RFID). Most RFID system try to design a high level security,
but not all of the RFID applications need it. The cost will increase if the privacy and security simultaneously
improve, thus, how to balance the two issues are important. This paper provides an insight into the privacy
and security requirements for RFID applications by the industrial processes. We will discuss and compare
privacy and security in various cases. The results of our surveys are helpful for security engineers, who are
responsible for the design and development in RFID.
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1 Introduction
The characteristic of RFID is small electronic component [13, 24], which can be embedded in any product. The
RFID system has three different parts: the tag, the reader, and the backend database. The tag contains processing
units, and limited memory, which can perform simple arithmetic operations. The tag transfers data through radio
wave to the reader, and then the reader transfer data to the backend database. The backend database can authenticate whether the tag is legal or not.
The history of RFID began in approximately 1940s. At that time, RFID is used in World War Ⅱ, and it was
acted as a “friend or foe transponder identification system” (IFF). After the 1970s, RFID was developed for
commercial applications [9]. Recently, RFID is popular and widely used in various applications such as supply
chain management, e-passports, door security control, luggage tracking, and automatic road tolls. As well
known, the world’s largest retailer Wal-Mart [9] announced that their products should be embedded RFID tags
by 100 main suppliers at January 1, 2005. A global trade organization of air transport, the International Air
Transport Association (IATA) [9], uses RFID to improve the baggage identification of the global airline industry. RFID is efficient and precise in identification for baggage or products. RFID has been applied to passports
in UK [9] office in place of traditional paper passports, which can dramatically reduce the passport inspection
time and offer passengers the ease in departure or entrance registration process. The identity and passport service of UK has now issued about eight million e-passports to UK citizens, which is a successful trial since 2007.
In addition, RFID has been an implementation of Singapore’s Electronic Road Toll Project [1] in 1998 and generated a 21-27 % reduction in traffic volume. Table 1 shows all information above.
With RFID progressing rapidly, many RFID related applications have been developed and used in our lives
as describe in the last paragraph. The advantages of RFID are unique identification, small, and automation [18].
Beside, The cost down and time saving are mainly reasons for industry such as reduced employee costs, product
transshipment reduction, inventory obsolescence reduction, and rich information exchange among participants
in a supply chain [21]. The Above-mentioned are the advantages and the benefits of RFID, in a world where
everyday objects are carrying RFID tags. Although RFID has many advantages and benefits, it still suffers sev∗
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eral challenges. The privacy and security are major issues [5]. Many researchers [2] have proposed various cryptographic operations in security mechanisms and attack models in order to protect the consumer and supplier.
However, these proposed focus mainly on general cases but seldom consider about different industries. In this
paper, we integrate and analyze security and attack conditions in RFID system in different cases.
The rest of this paper is organized as follows. In the following section, we describe current challenges in
various cases of RFID system, and then discuss and compare privacy and security in RFID system in section 3.
Concluding remarks are finally made in section 4.
Table 1. Various applications in RFID.

Company / Organization

Example

Wal-Mart

Global retailer

The International Air Transport Association (IATA)

The trade organization of air
transport

UK home office

Government

Singapore Government

Government

Intel

The semiconductor manufacturer

RFID application
RFID tags embedded
to product
RFID tags embedded
to luggage
RFID tags embedded
to passport
RFID tags embedded
to card and automatic
road toll
RFID tags embedded
to semiconductor
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2 RFID Applications in Various Cases
In this section, we review the literatures related to RFID in various applications. The various applications include: supply chain management, public transportation, and aviation or door security control with RFID system.
2.1 Supply Chain Management
Most products from the manufacturer to the end consumer require a complex and long procedure, which requires coordination, collaboration, and information exchanges among them to increase productivity and efficiency. Therefore Martinez-Sala et al. [11] proposed tracking of returnable packaging and transport units with
active RFID in grocery supply chain. A simplified overview of this proposed procedure is shown in the following operations:
z Manufacture: The products are manufactured and packaged and then put on pallets and delivered on trucks
when products are from the producer to the distribution warehouses.
z Distribution warehouse: The products are received from producer and then inventoried, stored and shipped
when a retailer order is received. This stage is from distribution warehouses to retailer/supermarkets.
z Retailer: The products are inventoried again in batches and placed on display stands when the products are
from retailers to consumers.
In traditional situation, intensive manual labor is required all over these steps for wrapping and removing,
box inventorying and storing, arranging of display shelves as well as for recycling or collecting empty boxes.
However, the traditional situation is not efficiency enough. This proposed focuses on the architecture and design
on how to increase efficiency in transport units such as cases, boxes, pallets, and containers, which are managed
worldwide with a limited or even with a lack of control and knowledge of their status on real time.
Another scenario is a more detailed procedure between the retailer and consumer, which includes four series of
process by Liu et al. [10] as follows.
z In-store stage: The purpose of in-store stage is the ability to query products’ locations and names in a retailer
and then make an inventory regularly.
z Checkout stage: The checkout stage is used to query products’ names and pay a bill when the consumer buys
the products and then need the checkout.
z Out-store stage: After consumers buy the products and leave a retailer, the products still can be queried the
products’ names at home. If you have a smart machine for example, a smart refrigerator can soon know exactly what food contains through the tag, what you’ve already eaten today, and what food will run short.
These smart refrigerators can query the tag by out-store protocol, which is skillful enough to know the state
of the food in smart refrigerator.
z Return stage: The return stage will not be frequently used if after-care service seldom happens. Most stores
have after-care service, which means they are willing to alter an exchange or refund unsatisfactory goods be56
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cause they need to maintain the market by raising customers’ satisfaction and, more important, their loyalty.
In most supply chain management, the RFID is attached in products such as those in Wal-Market; however,
another special application is the global postal and courier service such as DHL Express [14][29], which needs
supply chain management. Because the goods or letters come from all over the world, RFID system can improve
the service and reduce the cost.
2.2 Transportation
There are multiple public transport offers that serve general users every day, which means people need many
transport cards. Using an electronic ticket (e-ticket) [12] in multiple transport systems is easy and convenient. In
Taiwan, passengers can purchase RFID card or purchase single journey tokens from the token vending machines
in all stations, scan the RFID cards or tokens to enter a station, and exit at their destination station after the tokens were retrieved. Using e-tickets will make not worries for lost or stolen because they can be easily rebooked
and available wherever the customer is located. Besides, RFID system can be used in the door security control in
corporate and residential towers to identify guests and residents. Furthermore, prior to the 911 attack, passengers
screening was solely a take of private enterprises; After the 911 attack, this responsibility of airport security was
turned over to the government [19]. The aviation leadership, USA, and other countries recognize their need to
take aviation security to a higher level. Therefore, aviation security management becomes an important issue.
The aviation security includes:
y Perimeter security: They need cost-effective solution to control perimeter security and unique capability not
only to detect an intrusion, but to deter, delay and defend the perimeter as well.
y Passenger screening: Millions of dollars of taxes have been spent on ensuring that passengers are screened
properly in order to prevent unauthorized and dangerous items into the secure areas of the airport.
y Carry-on baggage screening: Baggage screening is an important measure to improve security when the issue
of skyjacking is occurred. Make sure that mobile phones, keys, coins, and metallic decorative items are either
placed in your carry-on baggage or in the small trays provided at the screening point. You should also remove your laptop computer from its case and place it in one of the trays provided.
y Checked baggage screening: To ensure checked items do not contain explosive materials or improvised explosive devices, your checked baggage may be screened in a number of ways, including:
(1) X-ray examinations.
(2) Testing for chemical residues using Explosive Trace Detection (ETD) equipments.
(3) Physical searches.
y Cargo screening: There is a great risk of explosives or other types of incendiary devices making their way
onto aircraft via the cargo holds. Most cargo screenings are done by private entities at warehouses and plants
where goods are loaded into boxes. Transportation Security Administration (TSA) inspection teams will
oversee the screening.
The aviation security has various security measures such as passenger’s baggage tracking and screening, and
an air line access controls etc. These technologies also include technician training and screener and supervisor
training for: X-ray machines, carry-on baggage, checked baggage and cargos, primary and secondary walkthrough metal detectors, explosive trace detectors (ETD), passenger passport/visa identification/verification
systems, etc. The government tries to use security technologies biometric passports to enhance aviation security,
but it is a controversial issue about privacy.
2.3 Other Cases
Family dogs and cats can even have RFID pet identification chips [17][27] implanted in them, so their owners
don’t worry about the pets’ being lost. Besides, the primary goal of pervasive healthcare [7][22] is to be able to
deliver necessary quality healthcare service anytime to anyone regardless of locations and other constraints.
RFID tags are used in scenarios when an object needs to be identified, tracked, or when ambient condition surrounding an object is captured and stored among others.

3 Privacy and Security in RFID Applications
In this section, we review several threats to RFID applications and then discuss and compare privacy and security in RFID system.
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3.1

Privacy and Security Threats

Many of us already use RFID tags routine, the RFID systems are convenient due to its fast speed in identifying
an object, and therefore it become more and more popular in many industries. However, these functions result in
many security and privacy problems. Previous studies [3] addressed several threats to RFID applications:
y Cloning: The attacker can read the tag and then clone the tag by writing all the obtained data into other tags
because the tags are usually attached to the product within open environments such as supermarkets, hospitals, schools, and other public places.
y Eavesdropping: Eavesdropping on RFID readers is a major threat. The attacker surreptitiously listens to all
the communications between the reader and the tag because they communicate via air such as radio frequency, which is easy to be sniffed or eavesdropped.
y Replay attack: The attacker repeats or delays the same message when valid data are transmitted. The adversary tries to intercepts the data and retransmits them, cheat or spoof the reader or the tag to obtain access data.
y Denial of Service: The attacker can send massive message to RFID system and attempt to crash the RFID
system, which will result in the resource’s unavailability to its intended users and the data’s inconsistency to
respond to other validity requirement.
y Forward security: The attacker can compromise a tag and obtain its current relation date such as resident data;
they can trace back any of its previous conversation or shopping record.
y Tag Tracing: The tag always broadcasts a fixed serial number to somewhere nearby the reader; therefore, the
adversary can identify a fixed serial number of the tag from different locations or transaction records.
y Individual data privacy: The attacker can know what items the consumer bought from the store or what
books the consumer borrowed from the library by eavesdropping.
y Data forging: The attacker can modify the dates, items, and prices and then cause great loss if the tag can
store extra data.
3.2

Comparison Privacy and Security in RFID Applications

As stated in Section 2, the various applications include: supply chain management, transportation, and other
cases of RFID applications. In this section, we describe what requirements are concerned about privacy and
security in other RFID applications.
According to Martinez-Sala et al. [11] and Liu et al.’s [10] proposed procedure; the supply chain management is separated to the supplier and the consumer. From the standpoint of a supplier, the tag tracing is the most
important step in order to make inventory, but the RFID system still need to resist the tag cloning, replay attacks,
data forging and denial of service. If the communication message is not encrypted, business spies or malicious
employees can collect communication messages and then get the id and duplicate the tag. This situation lets the
supplier believe that the product is still in list of inventory, however, the tag is a fake, and then the attacker can
succeed in the tag cloning. Therefore, the tag cloning should be considered. Since the reader queries the tag in a
new session, it is possible for any attacker to be authenticated as valid by replaying an old flow. This replay
attack lets the reader believe that the tag is genuine. In addition, the attacker can simply drop or forge a last flow
that is sent to the tag and result in desynchronizing the secret data which are shared between the tag and the
server. This situation lets the database not find out the data due to the denial of service. From the standpoint of a
consumer, individual data privacy and resistance of the tag tracing are major issues. However, only to resist tag
tracing may not be enough to ensure privacy. The tracking of past events should be prevented namely forward
security. Even if the attacker acquires the secret tag data stored in the tag, the attacker cannot trace back the data
through past events in which the tag was involved.
As stated in Section 2.2, the e-ticket procedure is described. The e-tickets and e-passports should simultaneously satisfy some security and privacy as follows. The e-ticket needs to be proved by the reader that it is genuine; the reader also needs to be proved by the card that it is a genuine reader; this is called mutual authentication.
E-ticket is desirable that all information exchanged between the card and the reader is protected against unauthorized eavesdropping and modification. Also, e-ticket needs to resist basic security such as the tag cloning,
replay attacks, and denial of service. The door security application focuses on security the staff at many organizations has made the ability to program the RFID card at the door because it’s critical to allow contract employees to enter a building, for example, they can only enter the building on the days they are authorized to be onside.
The employee badges can be updated at the door without the employee being aware of the updated status or
information which are now stored in the RFID card. The global postal and courier services and RFID pet chips
have low privacy and security. A classification of privacy and security in RFID applications is shown in the
Figure 1.
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4.

Conclusion

Although RFID applications have many advantages, it costs much to improve privacy and security at the same
time. The cost sensitive has more concern rather than establish a high standard of security in development of
RFID systems. At all above, we compare some various cases from different viewpoints in order to help security
engineers, who are responsible for the design and development in RFID. These results are useful to improving
RFID system.

High
Security

Low Privacy High Security
• Supply chain management (supplier)
• Door security
• Aviation baggage tracing
• Healthcare service
Low Privacy Low Security

Low

• RFID pet chips
• Global postal and courier services
Low

High Privacy High Security
• E-passport
• E-ticker

High Privacy Low Security
• Supply chain management (consumer)

Privacy

High

Fig. 1. A classification of privacy and security in RFID applications
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